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Abstract
Insider threats remain a dominant cybersecurity risk due to their exploitation of legitimate access privileges. This work

presents a Zero Trust Architecture (ZTA)-driven behavioral analytics framework which was evaluated using the

CERT Insider Threat Dataset r4.2. User behavior is modeled probabilistically, and insider threat detection is formulated

as a risk-based decision problem by combining anomaly scores, behavioral deviation and contextual risk. The

framework enforces continuous verification through dynamic trust evaluation. Experimental results on CERT r4.2

demonstrate a high detection accuracy (99.42%), recall (96.4%) and false positive reduction (0.46%) compared to

traditional baselines, which confirm the effectiveness of the integration of the Zero Trust principles with behavioral

intelligence.

Background & Motivation
Problem Context

Insider threats originate from authorized users 

Traditional systems rely on: 

• Static authentication 

• Perimeter-based trust

Mathematical Limitation

Traditional model: 𝑻(࢛) = ࢚࢔ࢇ࢚࢙࢔࢕ࢉ
No temporal or behavioral dynamics

Motivation

Define dynamic trust: 𝑻(࢛, ࢚) = ࢔ࢍ࢏࢔ࢋ࢈)ࡼ ∣ ((࢚࢛)ࡿ
Where ࡿ(࢛࢚) = ,࢔࢏ࢍ࢕࢒ ,࢒࢏ࢇ࢓ࢋ ࢋ࢒࢏ࢌ ,࢙࢙ࢋࢉࢉࢇ =ࢊࢇ࢕࢒࢔࢝࢕ࢊ ࢘ࢋ࢙࢛ ࢚࢟࢏࢜࢏࢚ࢉࢇ ࢋࢉ࢔ࢋ࢛ࢗࢋ࢙
Enables:

(i) Continuous monitoring, and (ii) Context-aware decision making 

Dataset & Experimental Setup
Dataset

• Source: CERT Insider Threat Dataset r4.2 

• Users: ~10000 synthetic employees 

• Time span: multiple months of activity 

• Total records used: 450,000 user activity instances

Proposed Idea and Methodology
1. Behavioral Modeling

User actions: ࢚ࢇ ∼ ࡼ ࢚ࢇ (૚−࢚ࡴ
2. Feature Engineering

From CERT logs:

3. Anomaly Score ,࢛)࡭ ࢚) = ࢚ࢇ)ࡼࢍ࢕࢒− ∣ (૚−࢚ࡴ
4. Behavioral Deviationࡰ(࢛, ࢚) = ࢋࢉ࢔ࢇ࢚࢙࢏ࢊ ࢓࢕࢘ࢌ ࢋ࢔࢏࢒ࢋ࢙ࢇ࢈ ࢘࢕࢏࢜ࢇࢎࢋ࢈
5. Contextual Risk࡯(࢛, ࢚) = ,ࢋࢉ࢏࢜ࢋࢊ)ࢌ ,࢔࢕࢏࢚ࢇࢉ࢕࢒ (ࢋࢉ࢛࢘࢕࢙ࢋ࢘
6. Risk Modelࡾ(࢛, ࢚) = ,࢛)࡭ࢻ ࢚) + ,࢛)ࡰࢼ ࢚) + ,࢛)࡯ࢽ ࢚)
7. Zero Trust Decision

࢙࢙ࢋࢉࢉ࡭ = ࢋࢍ࢔ࢋ࢒࢒ࢇࢎ࡯  ࢌ࢏ ࢝࢕࢒࢒࡭ ࢌ࢏ ࡾ ࢛, ࢚ < ࣎࣎ ≤ ,࢛)ࡾ ࢚) < ࢟࢔ࢋࡰ′࣎ ࢌ࢏ ,࢛)ࡾ ࢚) ≥ ࣎′

Results
Confusion Matrix (Test Set)

(Classification performed using two decision threshold of τ = 2.5 & τ′ = 4.0)

Metric Calculation࢟ࢉࢇ࢛࢘ࢉࢉ࡭: (𝑻ࡼ + 𝑻ࡺ) / 𝑻࢒ࢇ࢚࢕ = (૚ૠ૜૞૝ + ૝૜૙૙૛૛) / ૚૙૙૙૙ = ૢૢ. ૝૛%࢔࢕࢏࢙࢏ࢉࢋ࢘ࡼ: 𝑻ࡼ / (𝑻ࡼ + (ࡼࡲ = ૚ૠ૜૞૝ / (૚ૠ૜૞૝ + ૚ૢૠ૝) = ૡૢ. ૡ%࢒࢒ࢇࢉࢋࡾ: 𝑻ࡼ / (𝑻ࡼ + (ࡺࡲ = ૚ૠ૜૞૝/ (૚ૠ૜૞૝ + ૟૞૙) = ૢ૟. ૝%ࢋ࢙࢒ࢇࡲ ࢋ࢜࢏࢚࢏࢙࢕ࡼ :ࢋ࢚ࢇࡾ ࡼࡲ / ࡼࡲ) + 𝑻ࡺ) = ૚ૢૠ૝/ (૚ૢૠ૝ + ૝૜૙૙૛૛) = ૙. ૝૟%
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Predicted Normal (0) Predicted Attack (1)

Actual Normal (0) TN = 430022 FP = 1974

Actual Attack (1) FN = 650 TP = 17354

Key Findings:

 High attack detection performance (Recall:

96.4%)

 Very low false positive rate (0.46%), minimizing

disruption to normal users

 High overall accuracy (99.42%), demonstrating

robust performance

 Effective identification of critical insider threat

behaviors:

• Data exfiltration

• Privilege abuse

• Lateral movement

Metric 
Traditional 

System
(BASED ON PREVIOUS STUDIES)

Proposed 

System

Accuracy 78–82% 99.42%

Precision 70–75% 89.6%

Recall 65–70% 96.4%

FPR 15–20% 0.46%

Source Feature Short Description Feature Type

Logon Login Time User login hour Temporal

Logon Deviation Off-hours behavior Behavioral

Email Frequency Emails sent count Behavioral

Email External Outside communication Contextual

File Access Count File operations Behavioral

File Sensitive Critical file access Contextual

HTTP Activity Web request volume Behavioral

HTTP Suspicious Unusual domains Contextual

Data Types Labeling Data Split

 Logon/logoff events 

 Email communication 

 File access 

 HTTP activity  

 Normal behavior → 0
 Insider threat scenarios → 1 

 Training: 70%

 Testing: 30%

Inner Sight: Brief Overview
 How unusual is this behavior? → ANOMALY

 How far from normal? → DEVIATION

 Is the context risky? → CONTEXT

 Combine → RISK SCORE

 Decide → ALLOW / CHALLENGE / DENY

Workflow
User Activity Data Feature Extraction Behavioral Modeling

Anomaly & Risk 

Assessment
Zero Trust Decision

Logon Events

Emails

File Access

Web Activity

 Time Stamps

 Access Patterns

 Device & Location  Sequence Analysis

 Probability Estimation 

 Anomaly Score

 Behavioral 

Deviation

 Contextual Risk

Allow

Challenge

Deny

Continuous Monitoring and Verification

Feature Extraction User Data Behavior Analysis Risk Calculation



 Core Idea

Self-healing shortcuts with multi-drive cloud path access through optional path 

reconstruction.

 Key Contribution: 

Cloud Drive Mapper.

Traditional Approach 

Uses fixed path: G:\My Drive\FolderName

Fails when: a) Drive changes (Different PC) b) Sync account changes

Terminus Approach 

Uses: Folder Name + Google Drive Folder ID 

Reconstructs path dynamically:<Drive>:\.shortcut-targets-by-

id\<FolderID>\<FolderName>\...

 Multi-Drive Resolution Engine: 

Iterates through all possible drives. Detects valid mount pointOpens correct path 

automatically

 INNOVATION: Enables access to multiple Google Drives (even hundreds) using a 

single logged-in account ð without knowing their actual mount locations

 Intelligent Path Recovery

If original path fails: Try alternative drives + Use mapper reconstruction->Automatically 

restores access

 Additional Features- Fuzzy shortcut suggestions;

Clipboard integration, Edit Shortcut or Path.

Terminus: A Resilient Command-Line Shortcut System with Intelligent Path 

Recovery and Cloud-Aware Resolution

Institute of Information and Communication Technology (IICT) https://iict.buet.ac.bd/

Abstract

Terminus is a command-line utility designed to provide fast and resilient access to 

files and folders using user-defined shortcuts. Unlike traditional systems, it 

introduces intelligent path recovery and a novel Google Drive mapper mechanism 

that reconstructs valid paths using stable folder IDs. By leveraging Google Driveôs 

internal shortcut-target architecture and dynamically scanning multiple drive 

mounts, Terminus enables seamless access to numerous cloud directories across 

environments. This approach decouples logical file references from physical 

storage paths, significantly improving portability and reliability.

 Auto Path Detection (File/Folder)

 Auto Path Capture

 GUI (90% done)

 Cross-Device Sync (Already Achieved through 

Google Drive)

 Tag/Search System

Results

Background & Motivation

 Real-World Problems

Å Tiring Clicks to reach destination folder/file; Shortcuts/Quick Access overflows 

available spaces/desktop. 

Å Drive letters change frequently (Google Drive, USB, etc.)

Å Setting up is into a new PC is tiresome even if using Cloud.

Å Difficulty in accessing files of different shared google drives through desktop.

 Motivation

Å To build a system that: Adapts across environments

Å Recovers broken paths automatically

Å Works seamlessly with cloud storage systems

Existing Solutions & Market Gaps Proposed Idea & Methodology

Problem Statement & Innovation

Sheikh Raisul Islam

Prottoy Saha

Feature / Capability

OS 

Shortcu

ts

CLI Tools 
(e.g., 
Autojump, 
Zoxide)

Google 

Drive 

Interface

Alfred 

(Mac)
Terminus

Custom Shortcut Mapping
 (auto-learn 

only)

Works from Command 

Line
 Partial

Handles Drive Letter 

Changes

Multi-Drive Resolution 

(CïZ scan)

Path Recovery Mechanism

Cloud Path Awareness

Google Drive Folder ID 

Usage 
 

Works Across Multiple 

Devices
 Partial

Self-Healing Shortcuts 

Clipboard Integration

Fuzzy Search Suggestions  Partial

 Identified Gap (Problem)  Innovation in Terminus (Solution)

Manual navigation is time-consuming 
Instant shortcut-based access + clipboard 

integration

Device-dependent cloud file access ï 

Paths differ across PC, laptop, 

environments

Device-agnostic shortcut system Ÿ Same 
shortcut works across all devices, ñAny device 
feels like your ownò

Cannot reliably access multiple Google 

Drive folders

Scalable cloud access Ÿ One login enables 
access to hundreds of drive directories.

Almost Impossible to save into a folder 

that is shared, not in the mounted Google 

Account

Copy the ID through app and access them 

in window.

No intelligent assistance in case of errors Fuzzy suggestion system for quick recovery

Future Scope

User Input 

shortcut

Shortcut Resolver

Database query

Path Resolution 

Engine

1. Direct Path Check

2. Drive Letter Scan

3. Mapper Fallback

Path Reconstruction Layer

.shortcut-target-by-id

Try Different Drives

In case where not shared with 

all that are logged in

Output Layer

- Open Folder

- Copy path to 

clipboard

Edit Existing

- Add new path

>_

Why Terminus?

Å A user cannot experience different devices as a single consistent working environment.

Å Even with one login, users cannot access shared folders of different cloud accounts.

Å Navigation to deep nested path destinations without shortcuts enables unlimited quick 

access.



CNNMalNet: A CNN-RNN Hybrid Architecture for 
Obfuscated Malware Detection
Arnab Nath , Dr. Md. Saiful Islam
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Abstract

Malware is becoming increasingly complex due to advanced obfuscation techniques such as polymorphism and 

metamorphism. Traditional signature-based detection methods fail to identify such evolving threats. This research 

proposes CNNMalNet, a hybrid deep learning model that integrates convolutional and recurrent neural networks to 

detect malware from both static and dynamic data sources. The model is evaluated on EMBER 2018 and CIC-

MalMem-2022 datasets. Experimental results demonstrate that CNNMalNet achieves balanced and robust performance 

across both datasets while maintaining computational efficiency through feature reduction techniques.

Background & Motivation

• Advanced malwares (Polymorphic and 

Metamorphic) are hard to detect.

• Metamorphic malware rewrites its code structure 

→ no fixed signature.

• Signature-based detection is ineffective against 

evolving malware.

• Increasing need for robust, adaptive detection 

models.

Proposed Idea and Methodology

Results

Objectives

• Design a hybrid deep learning model 

(CNNMalNet)

• Detect malware using static-dynamic analysis

• Evaluate performance across multiple datasets

• Analyze impact of feature reduction 

techniques

• Compare with traditional machine learning 

models

CNNMalNet achieves balanced accuracy across static and dynamic 

datasets. PCA improves efficiency without degrading performance. The 

model effectively detects obfuscated malware.

Conclusion: CNNMalNet delivers robust, efficient detection of advanced and metamorphic malware across both 

static and dynamic datasets.



LeafDet: A Lightweight and Interpretable Deep 
Learning Framework for Tomato Leaf Disease 
Detection
Vaskor Mostafa
Supervisor: Dr. Md. Rubaiyat Hossain Mondal 
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Abstract
LeafDet is a lightweight tomato leaf disease detection model based on the YOLOv8n framework, 

designed to overcome class imbalance, low interpretability, and limited generalization of existing 

models. A relatively balanced dataset, PlantTom (7,836 images; 8 disease classes), is introduced to 

improve fairness and robustness. The model integrates CBM, C2f, SPPF, ECA Attention, BiFPN, 

GSConv, VoVGSCSP, and Shuffle Attention, achieving 91.6% mAP@0.5 with only 2.69M parameters. 

LeafDet also supports real-time field deployment on a Raspberry Pi 5, enabling low cost, offline smart 

agriculture systems. Eigen CAM visualization provides interpretability for trustworthy predictions.

Background & Motivation
• Plant diseases cause up to 40% global crop loss, leading to 

major economic impact.

• Public datasets often have severe class imbalance, affecting 

evaluation reliability.

• Farmers require fast, accurate, low cost, interpretable AI 

solutions for early disease detection.

• Tomatoes are a globally important crop—early detection greatly 

reduces losses.

Proposed Idea and Methodology

Results

PlantTom Dataset

Fig 1: Sample Labeled Images Fig 2: Class Distribution

Loss Function & XAI

• PIoUv2 loss → 
improved object 

localization

• Eigen-CAM → 
interpretable feature 

attribution

EDGE Deployment

• Raspberry Pi 5 → 
convert the .pt 

format into .onnx 

format for RPI 5 

deployment

Enhancement 

Area

Module Name Purpose

Backbone 

CBM Block 

(Conv+BN+Mish)

Smoother gradients

C2f Efficient feature reuse

SPPF Multi scale feature 

aggregation

ECA Attention Lightweight channel 

attention

Neck

BiFPN Bidirectional feature 

fusion

VoVGSCSP Lightweight CSP + 

GSConv

GSConv Reduced parameters

Shuffle Attention Spatial + channel 

attention

Dataset 

Split

No. of Images

(Before Aug.)

No. of Images

(After Aug.)

Training 3017 6034

Valid 1423 1423

Test 379 379

Total 4819 7836

Dataset Summary

• Images from multiple public datasets 

• Contains 8 classes

• Applied augmentations (flip, 

brightness ±10%, noise injection)

• Final: 7,836 images

Model Parameters 

(M)

GFLOPS Inference 

time (ms)

Model 

Size (MB)

mAP@0.5

(%)

RetinaNet 37.69 93.64 80.8 277 86.0

Faster R-CNN 41.48 89.41 87.2 315 84.1

YOLOv3-tiny 12.13 18.9 2.5 23.20 85.5

YOLOv5n 2.50 7.1 2.2 5.03 89.2

YOLOv6n 4.23 11.8 1.8 8.29 88.0

YOLOv8n 3.01 8.1 2.1 5.96 89.4

YOLOv9t 1.97 7.6 3.0 4.43 89.9

YOLOv10n 2.70 8.2 3.1 5.49 89.8

YOLOv11n 2.58 6.3 2.3 5.22 90.5

YOLOv12n 2.56 6.3 3.8 5.27 89.2

LeafDet (Proposed) 2.69 7.3 2.4 5.44 91.6

Eigen-CAM Visualization Raspberry Pi 5 Deployment (ONNX format)

Metric Platform 1 (Kaggle 

CPU Output)

Platform 2 (RPI 5 

CPU Output)

Parameters (M) 2.69 2.69

Inference Latency 

(ms)

96.5 197.8

FPS 10.36 5.06

mAP@0.5 (%) 91.6 91.6Fig 4: Eigen-CAM visualization 

Fig 5: RPI 5 Experimental Setup

Results Summary

LeafDet achieves 91.6% mAP@0.5, surpassing the 

compared SOTA models, while Eigen-CAM visualizations 

confirm interpretable disease localization, and the model is 

also deployed on Raspberry Pi 5 for efficient edge inference.

Fig 3: LeafDet Model Architecture



ML-Driven Analyte Classification Using a PCF-SPR Sensor 

 
Mst Rokeya Khatun and Md. Saiful Islam 
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Abstract A classification-based machine learning (ML) framework is proposed for PCF-SPR sensors 

to directly identify analytes from spectral responses without explicit resonance wavelength extraction. 

Spectral data generated using COMSOL Multiphysics simulations are used to train and evaluate the 

model. The proposed approach achieves approximately 95% classification accuracy and an ROC-

AUC of 0.996 using XGBoost. The method is validated on closely spaced ester analytes and offers a 

generalizable approach for advanced optical sensing applications. 

 

 
 Background 

• Detection of closely spaced analytes is essential for 

safety and quality control in environmental 

monitoring, food safety, pharmaceutical production, 

and industrial processes.  

• Conventional methods are accurate but costly, 

complex, and unsuitable for real-time, on-site 

monitoring. 

• PCF-SPR sensors provide label-free, refractive 

index–based sensing  

• ML in PCF-SPR sensors is mainly used for 

prediction and design optimization, not analyte 

identification  

 

Motivation 

• Enable direct analyte identification from spectral 

responses using data-driven ML models  

• Eliminate manual resonance peak extraction 

• Improve detection of closely spaced analytes  

• Develop a robust and generalizable ML–PCF-SPR 

sensing framework for analyte identification 

Proposed Idea and Methodology 

Light–analyte interaction causes spectral changes  

Spectral changes reflect refractive index variations 

Spectral data used for supervised learning  

ML enables automated sensing 

 

 

 
 
 
 
 

Fig. 1. ML–assisted PCF-SPR sensor working principle. 

 

Effective wavelength  window 0.55–0.85 µm  

9,596 spectra samples 

Features: n_eff, λ_peak, CL_peak 

RI-based labels: Ethyl (1.360–1.380), Butyl (1.380–1.400), 

Others 

 
 
 
 

Fig. 2. ML Workflow for Analyte Classification. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Results 
 
 
 
 
 
 
 
                                                    
 

 

Model Accuracy Precision Recall 
F1-

score 

ROC-

AUC 

RF 0.875 0.867 0.882 0.871 0.981 

CatBoost 0.914 0.904 0.912 0.907 0.987 

XGBoost 0.950 0.935 0.959 0.945 0.996 

Fig. 4. Comparison of true and predicted analyte 

classes for validation using the XGBoost model. 

Fig. 3. Confusion matrix of the 

XGBoost classifier  

Table: ML MODEL PERFORMANCE SUMMARY 

Validation is based on simulation-generated data  

The framework can be extended to experimental 

datasets  

Future work includes real-time experimental 

validation of the proposed model 



Identification of Common Potential Biomarkers in Rheumatoid Arthritis (RA) and Chronic Obstructive 

Pulmonary Disease (COPD) Using Bioinformatics and Machine Learning Approaches

Wahia Tasnim
Supervisor: Dr. Md. Rubaiyat Hossain Mondal

Institute of Information and Communication Technology (IICT) https://iict.buet.ac.bd/

Chronic Obstructive Pulmonary Disease (COPD) and Rheumatoid Arthritis (RA) are the leading causes of illness and mortality globally. RA patients are more likely to

acquire COPD, suggesting a clinical and biological link between the two conditions. However, the underlying molecular processes and common biomarkers of RA and

COPD are still undiscovered. This research is aimed at discovering the common biomarkers between RA and COPD with the advancements of bioinformatics and Machine

Learning approaches. The primary and validation analyses were performed using the microarray datasets from the NCBI-GEO database for this study. By performing the

differential expression analysis, we discovered 90 common Differentially Expressed Genes (DEGs) be-tween RA and COPD. Further applying several bioinformatics and

ML analyses, we have found four most promising genes from the common DEGs, namely ETS1, YY1, CREBP5,and GTF2H1. Further, the Receiver Operating

Characteristic ROC curve and Nomogram analysis were used to validate these biomarkers. This research also identifies a list of possible drugs, Transcription Factors(TFs)

and microRNAs (miRNAs) related to the biomarkers for physicians to make final recommendations. The identification of shared biomarkers using bioinformatics and

machine learning techniques may lead to new opportunities for COPD and RA treatment and prevention.

 Identified common potential biomarkers via performing several

bioinformatics and ML analyses

 Validation of biomarkers via ROC Curve Analyses

 Suggest possible drugs, Transcription Factors(TFs) and microRNAs (miRNAs)

related to the biomarkers for physicians to make final recommendations.

 All of the analyses are done via R programming.

PPI Analysis ML Analysis

 Recent studies suggest a clinical and molecular association between the two 

diseases.

 Most existing studies rely on traditional statistical analyses and examine

each disease independently.

 Although both diseases shared strong molecular connection, the investigation 

of shared molecular biomarkers remains limited and largely unexplored.

 There is a clear need for an integrated approach to uncover common genetic 

biomarkers that may explain their potential connection.

Abstract

Proposed MethodologyBackground and Motivation

Research Contribution

 RA is a chronic autoimmune condition

where the immune system attacks healthy

joint tissues, leading to pain, swelling, and

stiffness, especially in the hands and feet.

 COPD is a progressive lung disease

that causes breathing difficulties due

to airflow obstruction.

Development Tools

NetworkAnalyst

Results

DEG’s Identification

Conclusion

 In this study we have detect the common genes between RA and COPD using Bioinformatics and ML 

analyses.

 The differential gene expression analysis provided the significant DEGs in RA and COPD. Among these 

significant DEGs, common DEGs shared by both RA and COPD are used for further molecular analysis. 

 From PPI and ML analysis potential genes were identified and validation of these genes were done by ROC 

curve and Nomogram analysis.

 Finally suggest possible drugs, Transcription Factors(TFs) and microRNAs (miRNAs) related to the biomarkers 

for physicians to make final recommendations.



Mitigating Transmission Impairments in Pixelated Communication 

System Using Deep Learning Technique

Tasnia Noshin Orin (Supervisor: Dr. Md. Rubaiyat Hossain Mondal)

Institute of Information and Communication Technology 
(IICT)

https://iict.buet.ac.bd/

Pixelated Communication Systems (PCS), also known as Screen-to-Camera

(S2C) communication, provide a promising framework for data transmission using

visual patterns, but their performance is severely degraded by real-world

impairments such as motion-defocus blur, distortion, partial data loss. To overcome

these challenges, this work proposes a deep learning-based reconstruction model

along with a realistically generated dataset. It achieves an average PSNR of

approximately 29 dB showing ~11.5% improvement while attaining 92% accuracy

for 128×128 images and 87% for 256×256, outperforming conventional

approaches under challenging conditions.

Category Key Studies Methodology Limitations

S2C / OCC 

Systems

Noor J. Jihad (2024), 

Vaigai Nayaki Yokar

(2023)

Experimental S2C 

testbed, OFDM + FEC

Sensitive to clipping, 

tilt, frame-size; 

traditional constraints

Channel & 

Error Control

Zainab N. Jameel 

(2023), M. Khan (2021)

RS/CC-FEC, analytical 

modeling (motion blur, 

noise)

Simplified channel 

models, hardware-

dependent

Reconstruction 

Methods

Hossain et al. (2019), 

Raza et al. (2021)

Handcrafted features, 

edge-based signal 

processing

Fails under blur, 

occlusion, cropping

Pixelated Communication System

Background and Motivation 

Research Contribution

❖ Proposed a DL-based reconstruction model for PCS/S2C systems.

❖ Developed a realistic dataset for robust training and evaluation.

❖Achieved high-quality reconstruction (PSNR ≈ 29 dB), outperforming 

conventional methods.

Dataset

✓ Developed a dataset (20,000 samples)

using a real-life experimental setup

✓ Introduced motion with varying speed

and displacement

✓ 3 categories (8×8,128×128,

256×256)

Proposed Idea and Methodology

✓ Proposed Deep Hybrid CNN–LSTM

Autoencoder

✓ Encoder extracts hierarchical features (Conv–
BN–ReLU–Pool), compressing the input into a

deep feature map (32→256 channels).
✓ Bottleneck captures long-range spatial

dependencies .

✓ Decoder performs progressive upsampling

(UpConv + Conv + ReLU) to reconstruct from

the latent representation.

Result and Conclusion

No. Methodology Year PSNR (dB) and BER

Proposed Work
DL-based Image Reconstruction 

(CNN + LSTM Bottleneck)
2026

31 dB (8×8)

29 dB (128×128)

26 dB (256×256)

~ 29 dB (BER = 10⁻³ ) Avg

Accuracy~~90%

[1] Noor J. Jihad
Experimental S2C System with 

Clipping Threshold Optimization
2024 SNR = 20 dB, BER = 10⁻⁷

[2] Vaigai Nayaki Yokar OCC Prototype with OFDM + FEC 2023 25–27 dB, BER = 10⁻³ to 10⁻⁵

[3] Zainab N. Jameel
RS-FEC + CC-FEC based Error 

Correction
2023 26 dB and BER = 10⁻³

[4] M. Khan
Mathematical Modeling of OFDM 

under Motion Blur
2021 28 dB (Simulation)

[5] Ahmed. Hossain Shakib Deep Learning Based NLoS OCC 2025
BER= 10⁻⁴, Accuracy= 90% for region 

detection

Parameter Value

Model DHCLA

Optimizer Adam

Learning Rate 0.001

Batch Size 32

Epochs 20

➢ Achieved improved reconstruction performance

using deep learning (~29 dB average PSNR)

➢ showing ~11.5% improvement over 26 dB and

~7.4% improvement over 27 dB,

➢ Outperforming traditional and simulation-based

methods under combined motion and defocus blur.

➢ Future work includes analyzing real-world factors

such as misalignment, screen-to-camera distance

& more combined impairments.



Addressing Hallucination in Deep Learning-Based Models for 
Bone Fracture Localization in Radiological Images

Pran Prottoy Biswas, Md. Raihan Mahamud and Md. Jarez Miah
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Abstract: This study examines the hallucination behavior of a deep learning (DL) model for bone fracture

localization in radiological images. The investigated model achieves 99.93% accuracy in fracture detection.

However, inconsistencies in some boundary boxes are identified, which refers to as hallucination and might

cause the relatively lower IoU score of ~77.69%. The findings emphasize the need for the development of

hallucination-aware DL methods to build more reliable and clinically interpretable fracture detection systems.

Introduction and Background Study:

• Hallucination refers to instances where the model

incorrectly identifies, detects or makes

unsubstantiated claims which are not actually present

in that location.

• Prior study (e.g., DelftBikes) demonstrated that

Faster RCNN, RetinaNet and YOLOv3 models can

exhibit hallucination despite achieving high IoU

scores [1].

• Recent study [2] shows hallucination in identifying

fracture region, despite its strong performances.

• This misleading behavior motivates us to investigate

hallucination issues in fracture region detection,

aiming to develop more reliable clinical models.

Objectives:

• To make DL-based models hallucination-aware for

trustworthy and clinically interpretable systems.

• To develop a DL model providing high IoU scores,

demonstrating improved overlaps of the predicted

and actual fracture regions.

Methodology:

Fig. Overview of the proposed Network for fracture localization.

Fig. Demonstration of wrongly detected fracture region by a DL model.

Model Training Performances:

.
[1] O. S. Kayhan, B. Vredebregt, and J. C. Van Gemert, “Hallucination in object detection—a study in visual part verification,” in Proceedings of the 2021 IEEE International Conference on Image

Processing (ICIP), pp. 2234–2238, 2021.

[2] M. R. Mahamud, S. Rahman and M. J. Miah, "Faster R-CNN-based fracture localization in Radiographs using a ResNet-50 backbone," 2026 International Conference on Quantum Photonics,

Artificial Intelligence, and Networking (QPAIN), Chattogram, Bangladesh, pp. 1-5, 2026.

Epoch
Training 

Loss

Validation 

Loss

Validation

IoU (%)Accuracy 

(%)

Precision 

(%)

Recall 

(%)

F1-Score 

(%)

1 0.03372 0.03171 82.15 38.46 0.70 1.37 2.88

50 0.00180 0.00064 99.70 99.30 99.02 99.16 16.63

100 0.00065 0.00021 99.88 99.44 99.86 99.65 27.94

200 0.00010 0.00008 99.93 99.86 99.72 99.79 40.39

400 0.00009 0.00008 99.93 99.86 99.72 99.79 55.19

600 0.00007 0.00008 99.93 100.00 99.58 99.79 64.91

900 0.00007 0.00008 99.93 100.00 99.58 99.79 77.69
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